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GAL Library Installation

Pre-requisites for Installing the GAL Library from Knowledge Cloud (KC)

Before a customer can install the Golden Assessment Library (GAL) from the Knowledge Cloud (KC), the
following pre-requisites must be met:

1. The NetBrain Integrated Edition (IE) version must be 12.1.0.3 or higher.

2. If GALV1.0is already installed, it must be uninstalled before proceeding with the installation of GAL
v2.0.

About NetBrain X

NetBrain R12.1 WNextGen

Git Version: 8a54549dcc24

Patch Version: 12.1.0.4 (Git Version: fad6e7d23701)
Released on: 2025-06-05

License |D: o

Knowledge Cloud:

Common Repo: e
Customized Built-in Repo: WW0.0.N
Customized Repo: N/A

Open Source Software Notice

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion
of it, may result in severe civil and criminal penalties, and will be prosecuted to the
maximum extent possible under the law.

For the latest product information, please visit us at www.netbraintech.com.

Copyright © NetBrain Technologies, Inc. All rights reserved.
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(Optional) Import the Offline Library through the Intent-Based Automation Center

Import the Offline Library package from IBA Center in case the customer does not have internet
access.

[%, Intent Based Automation Center @Help

Installed Intent Templates Buslished Intents Aute Intent Aute Intent Profile Nete¥ain Download
Library: | GALY1.0 30Apr2025 (Manually) v | Published ar: 30/04/2025, 16:22:56 fe) E
Check New Library

View: | Al Status V|| Seorc «Q View Global Variebles

Build and Download Library

4 [0 Sequence  Task Prerequisite Last Status Last Execution Time ... Executor Tmpore Ubrery

4 0O 1 GALv1.0 30Apr2025

o L@ Copy and Install resources Uninstalled 11/06/2025, 08:24:04  abhinay

Once the above prerequisites are met and the offline library is imported, the library should be visible in the
Intent-Based Automation Center Center - NetBrain Download Section, Under “Library:” Dropdown with
“(Manually)” Suffix.

Install the library from the Intent Based Automation Center

Once above pre-requisites are met, we should be able to see the library in the Intent Based Automation
Center > NetBrain Download Section, Under “Library:” Dropdown
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» Intent Based Automation Center

In=talied Intent Temaolates Pubolished ntents Aute Intent Auto ntent Profile
Librany: | Golden Assessment Library v2.0 w Published ac 04/06/2025, 22:38:36
Wiew: | All Staous w %

a Sequence Task

- 1 " Golden Assessment Library v2.0

11 |- Copy and Inztall resources

In=zall Selected ltems

Uninstall Selected ltems

MetBrain Download

Prersquisite Last Status

n=talled

If you are not able to see the GAL library named “Golden Assessment Library v2.0" in the dropdown, click on
the hamburger icon to right and click on “Check New Library” - this will take a while and fetch the GAL Library

from KC.
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» Intent Based Automation Center @Hzp

NetBrain Download

g Downioad Library

P Sequence  Task Prarscusice  LastStas Last ExecusonTime . Executor Copy and Inscai resources e

Once the library is available in the NetBrain Download section, proceed to "Copy and Install" the resources
that may be relevant to the customer's interests.

To help you select the appropriate Assessment Rules based on customer requirements, refer to the
description panel on the right side of each installable resource. This section provides a list of the Assessment
Rules that will be installed with the selected package.

Description:
Golden Assessment Library v2 - Overview

Golden Assessment Library v2 [GAL v2) delivers comprehensive assessment coverage by evaluating both configuration design consistency and critical operational health indicators
SCrOsSE your netwerk.

Euilding on the foundation of GAL w1, this release enhances suppert for hybrid and multi-vendor environments, offering broader insight and deeper visibility inte modern enterprise
networks.

What's New in GAL v2

End uszers will now see an expanded set of Assessment Rules sutomatically installed in their Golden Engineering Studio, enabling them to evaluate nenwork design adherence and
operational health across a wide range of supported devices.

GAL v2 introduces two key capabilities:

1. Assessment Rules

Evaluste the eperational health of varicus device types and network features, ensuring consistent performance and early detection of issues.
2. Config Rule Discovery

Ansalyze configuration design consistency, detect deviations from standards, and promote best practices across your infrastructure.

Supported Device Types and Capabilities
Device Type Config Rule Discovery Golden Assessment
Cizeo |05 Switch

Cisco Router
Cizco IO5XR

Ciseo NX-05

Juniper Jun03

Arista

Palo Alto Firewall

DooEoEEE:E

Checkpoint Firewall
Cisca AC|

Cizco Viptela SD-WAN

Viware VeloCloud
Microsoft Azure
Amazon AWE

Eli===lsl=l=i=)s=i=i==

Key Benefits

1. Broader multi-vendor coverage for real-world hybrid network environments

2. Design-driven assessments to enforce configuration standards

3. Operational visibility through autromared rule checks and alerts

4. Scalability and extensibility to support diverse device types and doud platforms
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Conflict Option: | overarite "

ADT Folder; | Shared Tables/Golden Assessment Library [ ]
ADT Folder 1: | Shared Tables/CVE Security Advisony i ]
ADT Folder 2: | Shared Tables/Device Lifecycle Observability Library | @
Dievice Group Folder: | Shared Device Groups/Cisco ACI Devices i ]
Device Group Folder 1: | Shared Device Groups/Cloud Autemation Library i ]
Device Group Folder 2: | Shared Device Groups/CVE Library i ]
Device Group Folder 3: | Shared Device Groups i ]
Device Group Folder 4: | Shared Device Group="ATiware i ]
Device Group Folder 5 | Shared Device Groups/EolX Library [ ]
Device Group Folder 6: | Shared Device Groups/ECL report Li ]
Golden Feature Folder: | All Features/Golden Asses=ment Library [i ]
Golden Feature Folder 1: | All Features/Performance i ]
Golden Intent Folder: | Shared Golden Intent/Gaolden Generator [i ]
Mebwork Intent Folder: | Shared Intents/Golden Assessment Library i ]
Metwork Intent Folder 1: | Shared Intents/CVE Security Advisory i ]
Metevork Intent Folder 2: | Shared Intents/Device Lifeqycle Observabiliny i ] -
Cance Install Selecrad ltems

Conflict Option helps you decide to “overwrite” or “skip” the intents that are already present in the ADT Folder,
Device Group Folder, Golden Feature Folder, Golden Intent Folder, Network Intents folder, Reference Cluster
Folder.

Once you click on “Install Selected Items” and after the installation is complete - all the assessment rules will
now be available in Golden Engineering Studio > Golden Assessment-> Assessment Library.

“4 Golden Engineering Studio

Golden Config Feawurs Godgen Intent Schedule [ Golden Assessment

Aszszzmant Fuls Reference Cluster Rule Discovery Assessment Library

Ieem=: 59 | Installed Rules; To Be Updated Rules  ~
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Generate Golden Assets from Golden Engineering Studio

1. Golden Assessment Library
The Golden Assessment Library enables you to install Assessment Rules for various features
on relevant network devices. Follow the steps below to ensure accurate deployment:

1. Select the required features and Assessment Rules to be installed. You may also choose to
select all features and rules if applicable.

2. Click Analyze Relevance to evaluate the applicability of each selected rule across all managed
devices.

3. After the analysis is complete, select only those rules/features that have relevant devices.

4, Click Generate Golden Assets to create and deploy the corresponding Assessment Rules on the
matched devices.

& Golden Engineering Studio

+
ol ure Golden Intent Serzduis @ Golden Assessment
Asemmentfue | AsferenceClsr | RueDicoveny | AssessmentLibrary

Items: 276 | Installed Rules: To Be Updated Rules 5 Refresh Last downlo

ent Rules Daseripsion

Lotal Version LibraryVersion  RelevsntDevices  Status
z0n Web Service V20 0Devies ToBe Installed
(] AWS Config Drift Assessment This intent chacks for configuration changes. If the current aiua differs from the basiine gt it willraise s slere The baseline data is upd. vio 0Devics ToBa Installed
[ AwsS Cost advisor This intent cheks the current network configuration in your AWS environment and delivers actionable cost-saving recommendations. It hel V2o 0 Devie ToBe Installed
() AWS EC2 Health A This intent checks the runni nd the CPU uszge of EC. environment 20 0Dsvice ToBe Installed
This intent c and reliable conmectivity between your cloud and on. vio 0Device ToBe Installed
This incent checks for s ks in your AWS environment by idencifying vulnerabilicies, misconfigurations, and compliance gaps that cou... 20 0 Device ToBe Installed
V20 37 Devices ToBe Installed
This rule will veriy that BGP configurations, including prefix-ists; ACLS, route maps. redistribution settings, and neighbor state parameters, V20 37 Devices To Be Installed
route-maps, redistribution setings. and neighbor state parameters, V20 37 Devices ToBe Installed
istribution settings, and neighbor stata parameters, vio s ToBa Installed
istribution settings, and neighbor state parameters, 20 37 Devices ToBe Installed

This rule will verity that BGP configura route maps, redisiribution semings, and neighbor state paremeters, . 20 7 ToBe Installed

[ BGP Assessment— Palo Alto This rule will verfy that BGP configuratians, including prefix-lists, ACLs, route-maps, redistribution settings, and neighbor state parameters, . V20 37 ToBe Installed

4[] € CiscoACl 20 0 Devies To Be Installed

()& ACI Fabric Node State Assessment This assessment rule is used to check AC fabric node device States. incuding interface status, CPU and memory utiization. TCAM usage. an V20 0 Device ToBe Installed

] AC Network Change Assessment This assessment rule is used to cneck AC| network changes, sueh border routing protocal ehanges, and contract filter poliey action ehanges. v2o 0 Devie To Be Installed
Al Network Configuration Assessment This assessment rule s used to cnick AC| network configuration, such as contract number, Tenant usage, ANP ussge, EPG usage, 28 EPG C. 20 0 Devie

Varify the configuration, binding, and effac # ACLs on the d nsure proper traffic fitaring and security enforcament. vio 0Device

o Check the BEP session state, configuration oy, and reute availabilicy t ensure siable peer communication. o 0 Device To Be Installed
(] & Device Health Assessment Verify device reachabiilty and raise an alert if CPU or memary usage exceeds normal threshalds. 0 0 Device To Be Installed
[0 Interface Assessment Check interface configuration. operational status, and overal interface heaith 0 0 Device ToBe Installed
(0] & 1Psec VPN Assessment Veriy the IPsec VP configuration. tunnei status, 2nd security associations to ensure encrypred communication and secure Site-0-site conn, 0 0Device To Be Installed
Verity OMP-reiated configurations follow best p teer itis enabied on Vipteia vEdge devices 0 0Device ToBe Instalied
Verity the DSPF configuratian, neightor reistion: r2 proper intra-domain routing and protocal Stabilfy. 0 0Device ToBe Instalied

d faiover 0 Devi

0 Devi
configurations foll for secure and reiiab . V20 0Device To Be Installed
4 [ 4 Configuration V2o 71 Devices ToBe Installed
5 D) Configurmion Assessmenc 3 This rule wil compare the running canfig with the startup-config on alldevices o identify any configuration discrepancies v20 71 Devices ToBe Installed

Lsseea || snaivenecrnceon  ons2cevcesf@eror | Generste Golden Assets (0) I.. Dsta @) @FEror

2. Config Rule Discovery Using Network Feature Explorer

The Config Rule Discovery process uses the built-in plugin Network Feature Explorer to identify
applicable configuration rule templates. Follow the steps below to discover and install the rules:
1. Click the Rule Discovery tab.

2. Click Discover Rules to initiate the discovery of configuration rule templates.

3. Once the discovery process completes, click Select All to choose all the discovered templates.
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4. Click Add to move the selected rules to the Assessment Rules list.

5. Select the relevant rules based on customer requirements — or choose Select All to include all

available config rules.

6. Click Build Assessment Rules to finalize and install the selected rules.

ﬁ. Geolden Engineering Studio

Golden Config Fzzmure Gobden Intant Scredule (@

Assessment Rule Refarence Cluster 1

4 Discover Config Rules

Select Template: All Templates  Device Scope: All Dev

Aszessment Liorany

Golden Assessment

BGP Distribute-list ACL

EGP Distribute-fist ACL

EGP Meighbaor AS Path ACL

BGP Meighbor Distribute-list ACL
EGP Meighbor Distribute-list ACL
EGP Meighbor Route-Map ACL
EGP Meighbor Route-Map ACL

BEGP Redistributes Connected Route-Map ACL

OO0 0000 ooao

BGP Redistributes EIGRP Route-Map ACL

Discowver Rules st Discover at: June 7, 2025 @ Success )
Config Rule Templace Config Rule Instance
40 & ACL
[ BGP Distribute-fist ACL BGP Distribute-list ACL ALLOW_TRAFFIC

BGP Distribute-list ACL 5G_WAN_IN

BGP Distribute-list ACL 5G_WAN_OUT

BGF Meighbor AS Path ACL 1

BGP MNeighbor Distribute-list ACL SG_WAN_IM
BGF Neighbor Distribute-list ACL 3G_WAN_OUT
BGP Meighbor Route-map ACL JP_WAN_IN

BGF Meighbor Route-map ACL JP_WAN_OUT

BGP Redistributes Connectad RM BGP_TRAFFIC ACL ALLOW_TRAFFIC

BGP Redistributes EIGRP RM BGP_TRAFFIC ACL ALLOW TRAFFIC

Add ¥ 4

Total: 13 Rules Installed
Config Rule Template
4 [ % ACL

EGP Distribute-list ACL

O

EGP Distribute-fist ACL

EGP Distribute-list ACL

EGP Distribute-fist ACL

EGP Meighbor A5 Path ACL

EGP Meighbor Distribute-list ACL

BGP Redistributes Connected Route-Map ACL
BGP Redistributes EIGRP Route-Map ACL
BGP Redistributes 1515 Route-Map ACL

EGP Redistributes O3PF Route-Map ACL

EGP Redistributes Static Route-Map ACL

| Select Al II Build Assessment Rules with Live Data @ Success @

000000 D0ODO0Oo0Ooao

Console Line ACL

Config Rule Instance

BGP Distribute-list ACL 1

BGP Distribute-list ACL 50

BGP Distribute-list ACL 52

BGP Distribute-list ACL ALLOW_TRAFFIC

EGP Meighbor AS Path ACL 1

EGP Meighbor Distribute-list ACL 1

BGP Redistributas Connected RM BGP_TRAFFIC ACL 1
BGP Redistributes EIGRP RM BEGP_TRAFFIC ACL 1
BGP Redistributas 1515 RM BGP_TRAFFIC ACL 1
BGP Redistributas OSPF RM BGP_TRAFFIC ACL 1
BGP Redistributes Static RM BGP_TRAFFIC ACL 1

Console Lins ACL1

Auto verify Golden Configs after generation Auto run Golden Intents after generatdon B

Parser
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